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Codeword Distinguishability
in Minimum Diversity Decoding

Andrea Sgarro and Luca Bortolussi

Abstract— We re-take a coding-theoretic notion which goes
back to Cl. Shannon: codeword distinguishability. This notion
is standard in zero-error information theory, but its bearing
is definitely wider and it may help to better understand new
forms of coding, as we argue below. In our approach, the
underlying decoding principle is very simple and very general:
one decodes by trying to minimise the diversity (in the simplest
case the Hamming distance) between a codeword and the output
sequence observed at the end of the noisy transmission channel.
Symmetrically and equivalently, minimum-diversity decoders and
codeword distinguishabilities may be replaced by maximum-
similarity decoders and codeword confusabilities. The operational
meaning of codeword distinguishability is made clear by a
reliability criterion, which generalises the well-known criterion
on minimum Hamming distances for error-correction codes. We
investigate the formal properties of distinguishabilities versus
diversities; these two notions are deeply related, and yet es-
sentially different. An encoding theorem is put forward, which
supports and suggests old and new code constructions. In a
list of case studies, we examine channels with crossovers and
erasures, or with crossovers, deletions and insertions, a channel
of cryptographic interest, and the case of a few “odd distances”
taken from DNA word design.

Index Terms— : codeword distinguishability, codeword con-
fusability, minimum diversity decoding, maximum similarity
decoding, zero-error information theory, erasure channels, edit
distance, simple substitution ciphers, DNA string distances.

I. I NTRODUCTION

This paper is basically a re-working of a coding-theoretic
notion which goes back to Cl. Shannon [1]:codeword dis-
tinguishability, or, symmetrically and equivalently,codeword
confusability. This notion is used inzero-error information
theory, but, as we argue below, its bearing is definitely wider
and might prove valuable to better understand new forms of
coding, as is DNA word design; cf. below Section V (for an
excellent overview of zero-error information theory cf. [2];
cf. [3], [4] for overviews of DNA word design in molecular
computation). In our approach, the underlying decoding prin-
ciple is very simple and very general: one decodes by trying
to minimise thediversity between codewords and the output
word observed at the end of the noisy transmission channel,
or, symmetrically, by maximising the correspondingsimilarity;
as for diversities or similarities between input codewords and
channel outputs, one does not need to make any assumption
about their nature, save the fact that they must becomparable.
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The idea is to adopta channel modelwhich isas uncommittal
as possible: the fact that the number of assumptions one has
to make is low allows one to give a compact view of a large
number of situations, as those examined in Sections III to V.
If one wants to correct “small” diversities, the parameter to
check is precisely codeword distinguishability, as made clear
by the reliability criterion in Section II; symmetrically, one
has to check codeword confusability to ensure that “large”
similarities are corrected. It is the reliability criterion which
gives an operational meaningto the notion of codeword
distinguishability, or symmetrically codeword confusability, by
relating it to the key notion of theerror correction capability
of a code. Below we shall concentrate on diversities and
distinguishabilities, rather than similarities and confusabilities,
only because they compare better to the notion of distance, and
in particular of Hamming distance; our choice does not bring
about any loss in generality, cf. Remark 2, Section II.

Codeword distinguishability is expressed as a boolean func-
tion of diversities between inputs and outputs; its general
expression (1) is in terms of an optimisation problem over the
output space; we stress that distinguishability, unlike diversity,
is a global notion, in the sense that it involves theentire
output space. In some lucky cases the optimisation problem
can be explicitly solved and, correspondingly, the formula for
distinguishability is drastically simplified; this is what happens
in the case of “usual codes” (e.g. algebraic codes), those
based on Hamming distances, henceforth called for simplicity
Hamming-distance codes. In general, even if the notions of
diversity and distinguishability are tightly related, they are
not interchangeable, and in some unruly cases, as those met
in Shannon’s zero-error coding, or in the example on a six-
element space discussed at length in Sections III and IV, the
difference can be dramatic.

In Section III, we deal with the case when the input space
and the output space coincide: this allows comparing directly
the notion of diversity (distortion, metric distance) with that of
distinguishability; we discuss the formal properties of distin-
guishabilities as opposed to diversities, and put forward upper
and lower bounds. In particular, the (lower)metric boundturns
out to be a convenient tool to solve the minimisation problem
in (1), and obtain explicit forms for the distinguishability
function; cf. the case studies of Section V. In Section IV we
discuss optimal code constructions with respect to the very
general reliability criterion of Section II, and exhibit a whole
class of situations when forgetting about distinguishabilities in
favour of diversities, as currently done in algebraic coding and
more generally in minimum Hamming-distance coding, is an
admissible policy, because the two notions practically collapse
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into one.
After re-taking shortly zero-error codes and usual

Hamming-distance codes, some case studies are covered in
Section V: we compute the distinguishability function for
channels with crossovers and erasures (henceforth called sim-
ply erasure channels), channels with crossovers, deletions and
insertions (unlike erasures, deletions are not re-traceable, and
so the decoder does not know where they have occurred),
for a channel of cryptographic interest, and for four channels
based on “odd DNA distances”. The explicit computation of
the distinguishability functions shows that onlyfour types
of combinatorial code constructions are actually needed; in
particular, our arguments support the use of Hamming-distance
codes on channels with crossovers and erasures, butnot on
channels with crossovers, deletions and insertions.

When a code construction is already available, our approach
can be used to devisechannel modelsanddecoding procedures
which solve a sort ofinverse problem, in the sense that they
“explain” a posteriori that construction. Something similar is
found in most textbooks on algebraic coding, where one “ex-
plains” the classical code constructions where one checks the
Hamming distance between codewords by introducing a sym-
metric memoryless channel with a small crossover probability;
note that in Section V we are able to “explain” these very same
Hamming-distance constructions in alternative ways. In on-
going work, we are trying to apply systematically this point
of view to DNA word design, e.g. to code constructions as
those given in [5].

In the paper, facts which we think the reader may skip at a
quick reading are relegated to remarks and appendices. These
include a comparison between decoding by minimum diversity
or by maximum similarity (the two approaches are fully
interchangeable; cf. Remark 2, Section II), and a comparison
between decoding by maximum similarity or by maximum
likelihood (the latter approach is definitely more restrictive;
cf. Remark 3, Section II, and Appendix B). Save for quick
mentions, below we shall not cover two important subjects
of channel transmission: errordetection rather than error
correction (cf. however Remark 5, Section II, and Remark 9,
Section IV), and theasymptoticpoint of view which is typical
of Shannon theory (cf. however Remark 10, Section IV).

II. D ECODING BY MINIMUM DIVERSITY

Consider the following situation: a list of primary objects
is given, one of them is selected, but in its place a secondary
object is observed. Now, to each couple made up of a primary
objecta and a secondary objectz, a diversitymeasured(a, z)
is associated which belongs to a setD; this set, which is
usually made up of non-negative integers, is bound to betotally
orderedand so diversities can be compared. Assume that, in
a very broad sense of the word “likely”, the situation is such
that smaller diversities between the selected primary objecta
and the observed secondary objectz are more likely to occur.
Then a rational behaviour is to decide for a primary object in
the list which minimises its diversity from the observed object.
This situation is typical of channel coding, and from channel
coding we shall borrow our terms, to be now introduced.

Let an input spaceA and anoutput spaceB be given;
further, let a diversity measured be assigned,d : A×B → D.
The three setsA, B andD are assumed to be finite, and so
we shall take freely maxima and minima (a generalization to
the countable case would be straightforward). Whatever their
nature, the elements ofA will be called input words, while
the elements ofB will be calledoutput words. The following
definition introduces our main notion:

Definition 1: If a and b are two input words theirdistin-
guishability is defined as

δ(a, b) = min
z∈B

[
d(a, z) ∨ d(b, z)

] ∈ D (1)

(In our formulas the symbols∧ and∨ stand for minima and
maxima, respectively, and are used only because of graphic
clarity). We stress that, unlike for the diversityd, both the
arguments of the distinguishabilityδ(a, b) belong to theinput
space. Whatever the diversityd, the distinguishabilityδ is
symmetric:

δ(a, b) = δ(b, a)

In channel coding an input word is selected and is sent through
a noisy medium called thetransmission channel; an output
word is observed at the other end of the channel, which is
a noisy version of the input transmitted. Let us choose a
codebook, or simply a code, C ⊂ A, which is the primary
list referred to at the beginning of this section; the wordsc
in C are calledcodewords. The diversityd tells the degree
of “distortion” which has been brought about by noise during
channel transmission; lighter diversities are more likely, and
so we assumeminimum diversity decoding: if the output word
y has been observed, one has to decode to a codewordc
which minimises the diversity measured(c, y), c ∈ C (our
decoders aredeterministicmappings from the output space to
the codebookC; cf. however Remark 5). A relevant notion to
describe the performance of a code is the following:

Definition 2: Given a codebookC, its minimum distin-
guishability is defined as:

δm = δm(C) = min
c, c′∈C, c 6=c′

δ(c, c′) (2)

The following reliability criterion is soon proven, and ac-
tually it is quite akin to the one used by coding theorists
in the special case when the diversity measure is Hamming
distance; cf. Section V. It gives the operational meaning of
the minimum distinguishability for codeC: in a good code
distinct codewords have high distinguishability, and in this
sense they are “wide apart” from each other. We stress that
the very general reliability criterion below is formulated in
terms of both diversities and distinguishabilities, the latter
through δm; we also stress that being “wide apart” refers to
distinguishability, andnot to diversity.

Theorem 1 (reliability criterion for codeC): Whatever the
codeword which has been sent through the channel, all diver-
sities≤ τ are corrected if and only ifδm > τ . Equivalently:
all diversities< τ are corrected iffδm ≥ τ .

Corollary 1: When the diversities are consecutive integers,
all diversities≤ τ − 1 are corrected iffδm ≥ τ .

Proof: assumeδm ≤ τ , and sayδm is obtained at the
“triangle” c, c′, z, with c, c′ ∈ C, z ∈ B: if d(c, z) 6= d(c′, z),
e.g. d(c, z) < d(c′, z) = δm ≤ τ , an error occurs wheneverc′
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is sent andz is received: now, the corresponding diversity is
≤ τ ; if instead d(c, z) = d(c′, z), the decoder cannot ensure
that bothc andc′ are properly recovered whenever one of the
two is sent andz is received. Conversely, assume a decoding
error occurs withd(c, z) ≤ τ ; then a distinct codewordc′ must
exist with d(c′, z) ≤ d(c, z); but then δm ≤ δ(c, c′) ≤ τ . The
obvious corollary is quoted explicitly only because it covers
the situation usually met in our examples.

Due to the reliability criterion, one may equivalently define
the minimum distinguishability as follows:

Assume one decodes by minimum diversity: then the min-
imum distinguishability of a codeC is the smallest diversity
which may bring about decoding errors.

A warning to avoid misunderstandings: in the following, to
get rid of trivial specifications, we shall always “expurgate”
our ordered setD of all valuess which are useless, in the
sense that one never hasd(a, z) = s. Actually, whenD is
numeric, one often writes a bound liked(a, z) ≥ s, even if
s is unattainable: below such a bound will be replaced by
d(a, z) ≥ dseD, wheredseD is the smallest value inD which
is not smaller thans, i.e. the usual integer ceiling whenD is
made up of consecutive integers.

Remark 1 (order-preserving transformations):If f : D →
T is an order isomorphism between the two totally ordered
setsD andT , i.e. d < d′ in D iff f(d) < f(d′) in T , nothing
special changes if one goes fromD to T : δ(a, b) becomes
f
(
δ(a, b)

)
, and the reliability criterion holds withf(τ) in lieu

of τ . In this sense, the “nature” ofD is irrelevant, provided the
order relation is retained. The same holds true for similarities,
as dealt with in the next remark.

Remark 2 (decoding by maximum similarity):If one has
an ordered setS of similarities, rather than an ordered set
D of diversities, the natural policy is decoding bymaximum
similarity rather than minimum diversity, i.e. one maximises
the similarity s(c, z). Nothing really new happens: it will be
enough to replaceS by D, which is obtained fromS by
simply inverting the order,d < d′ in D iff d > d′ in S.
If one decodes by maximum similarity, distinguishabilities are
replaced byconfusabilitiesγ(a, b) = maxz

[
s(a, z)∧s(b, z)

]
;

the value of the distinguishabilityδ(a, b) ∈ D is the same
as the value of the confusabilityγ(a, b) ∈ S. One defines
the maximum confusabilityof the code γM = γM (C) by
taking the maximum confusability between distinct code-
words, cf. (2); as soon checked,γM = δm. In the reliability
criterion, one may refer indifferently1 to the correction of all
the similarities≥ τ ∈ S iff γM < τ , or of all the diversities
≤ τ ∈ D iff δm > τ .

Remark 3 (decoding by maximum likelihood):Decoding
by maximum likelihoodmay be seen as a special case of
maximum similarity decoding. However, since only the
ordering counts (cf. Remark 1), the following question is

1Actually, if S is made up of non-negative numbers as is usually the
case, just inverting the order is definitely misleading. Recalling remark 1,
a more user-friendly policy would be to go from the similaritys(a, z) to the
diversity d(a, z) = sM − s(a, z), sM being the largest similarity in store;
by so doing, the natural order between numbers is kept. With this choice,
distinguishability and confusability sum tosM ; in the reliability criterion,
one may refer indifferently to the correction of all the diversities≤ τ iff
δm > τ , or of all the similarities≥ sM − τ iff γm < sM − τ .

relevant: given a similarity matrixs(a, z) ∈ S, can one
replace it by a stochastic matrixψ(z|a) ∈ [0, 1] without
changing the ordering? (By so saying we mean that the order
relation betweens(a, z) and s(b, v) in S must always be
the same as the order relation between the channel transition
probabilities ψ(z|a) and ψ(v|b) )

. This is well-known to be
true in the Hamming case, cf. Section V, but it isnot the case
in general; the whole point will be deepened in Appendix B,
devoted tostochastic-like2 similarities.

Remark 4 (what is a decoding error?):So far, we have
implicitly assumed that an error occurs iff codewordc is sent
over the channel, while codewordc′ 6= c is decoded to. So,
the error set E is made up of all the couples of distinct input
words. In some situations a more flexible approach may be
needed (cf. Remark 7, Section III, and the case of substitution
ciphers in Section V), and the error set might beany subset
E of unordered couples of distinct input words. Everything
works, after setting:

δm = δm(C) = min
c,c′∈C, (c,c′)∈E

δ(c, c′)

which is a more flexible definition than the one in (2). The
statement in the reliability criteria “all diversities≤ τ are
corrected” should be now understood as follows: whenever
c is sent andz is received withd(c, z) ≤ τ , thenz is decoded
to c′ such that(c, c′) /∈ E .

Remark 5 (breaking ties):Our decoders are all determin-
istic, and so tiesd(c, z) = d(c′, z) are always broken in a
fixed way. Non-deterministic decoders, such as to randomly
select the decoded codeword out of those which minimise the
diversity to the received output word, would not make any
change with respect to out reliability criterion, which requires
that diversities≤ τ should bealwayscorrected. We stress that
whenever there is a tie, the corresponding diversityd is one
of those whose correction isnot ensured, and so its value is
greater or equal to the minimum distinguishability of the code,
d ≥ δm. Below we shall not cover the case ofdetected errors,
when the decoder may refuse decoding, save for the fleeting
mention in Remark 9, Section IV.

III. D ISTORTIONS AND DISTANCES VERSUS

DISTINGUISHABILITIES

In this section, to better compare the two notions of diversity
and distinguishability, we assume that the input and the output
spaces coincide, and that diversities are non-negative numbers;
in symbols:A = B, D ⊂ R+. Below we shall bound the
distinguishabilityδ in terms of the diversityd, and we shall
discuss the friendly cases when the lower or the upper bound,
respectively, are met with equality. We shall put forward
un unfriendly example where the distinguishability oscillates
between the two bounds; it will be used in this section to
provide a counterexample, and in Section IV to better contrast
distinguishability and diversity when one wants to construct
optimal codes.

2Be the similarity matrix stochastic-like or not, we stress once more that the
term likely, as used in the main body of this section, should not be taken as a
technical term of probability theory such as maximumlikelihood, but rather
as a “loose” term as those used in natural languages. Cf. [6] for an approach
to coding based on multi-valued logic, rather than probability theory.
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Definition 3: A diversity measure is a(symmetric) distor-
tion when d(a, b) = d(b, a) ≥ d(a, a) = 0 for all words
a and b, a distortion is apseudometric distance, or simply a
pseudometric, when the triangle inequalityd(a, b) ≤ d(a, z)+
d(z, b) is always verified, and a pseudometric is ametric
distance, or simply a metric, when furtherd(a, b) = 0 implies
a = b.

For any distortiond, one has theupperbound:

δ(a, b) ≤ d(a, b) (3)

To see this, just take in (1) a testz which is equal toa, or
to b. Further, ifd satisfies the triangle inequality, one has the
lower metric bound:

δ(a, b) ≥ 1
2

d(a, b) , d triangular

which can be strengthened to

δ(a, b) ≥
⌈1
2

d(a, b)
⌉
D

, d triangular (4)

Recall that theD-ceiling has been introduced in Section II
before the remarks; Section V contains a rather more general
form of the two bounds. To prove the metric bound just ob-
serve thatd(a, z)∨d(b, z) as in (1) is≥ 1

2

(
d(a, z)+d(b, z)

)
.

The lower bound in (4) is achieved with equality by Hamming
distance (in this case the generalised ceiling is the usual integer
ceiling). Cf. Section V, where the metric bound turns out to
be a convenient short way to solve for the minimum in (1),
and which contain other examples when the lower bound is
met with equality. As for the upper bound (3), we shall now
characterise the distortions (actually, the pseudometrics) which
achieve it with equality, and, by so doing, fully trivialise the
distinction between distinguishabilities and diversities.

The limit case of coarseness indices:We begin by putting
forward a simple lemma. By saying that three (not necessarily
distinct) wordsa, b, and c form a thin-isosceles trianglewe
mean that two of the “side-lengths”d(a, b), d(b, c), d(c, a) are
equal, and that the third side-length is the smallest of the three
(the triangle might also be equilateral). To see why the lemma
below works, first observe that in a thin-isosceles triangle the
triangle inequality always holds; conversely, just observe that,
whenever the trianglea, b, c is not thin-isosceles andd(a, c),
say, is the largest side, one hasδ(a, c) ≤ d(a, b) ∨ d(b, c) <
d(a, c), and soδ(a, c) 6= d(a, c).

Lemma 1:The upper boundδ ≤ d is achieved with
equality, δ = d , iff all triangles are thin-isosceles.

Recall that an equivalence relationR is coarserthan another
equivalence relationR′, R ` R′, when it “joins” equivalence
classes of the latter, i.e. whenaR′b implies aRb ; one also
says thatR′ refinesR, R′ a R. We shall consider a chain of
(distinct) s + 1 equivalences, which are coarser and coarser:

R0 a Rr1 . . . a Rrs

and which are indexed to real numbersr0 = 0 < r1 <
. . . < rs; Rrs is bound to be the “very coarse” (and trivial)
relation under which every two words are equivalent. Define
thecoarseness indexd(a, b) by setting it equal to the smallest
relation indexri such thata andb are still equivalent; a large

coarseness index corresponds to words which are equivalent
only under coarse relations.

As an example take the rests modulo 8,A =
{0, 1, 2, 3, 4, 5, 6, 7}; consider the equivalencesRi, i =
0, 1, 2, 3, with aRib iff a and b are congruent modulo23−i,
i.e. modulo 8, 4, 2, 1, respectively: the equivalence classes
to which the rest0 belongs are{0}, {0, 4}, {0, 2, 4, 6},
{0, 1, 2, 3, 4, 5, 6, 7}, respectively. Consider the triangle0, 4, 7:
one hasd(0, 4) = 1, d(0, 7) = d(4, 7) = 3.

Any coarseness indexd is a pseudometric which verifies
the thin-isosceles property, and sod = δ; to check this, given
three elementsa, b and c, think of the smallest equivalence
class which contains two of them,a and b, say: if ri is
the corresponding coarseness index, one hasd(a, b) = ri ≤
d(a, c) = d(b, c) = rj , j ≥ i, rj ≥ ri. The pseudometric
d is also a metric iff the equivalence relationR0 is the
(trivial) relation under which no distinct words are equivalent.
Conversely, letd = δ. Just setaRrs

b wheneverd(a, b) ≤ rs

to obtain a chain of equivalences as above, which yields back
the pseudometricd, as soon checked. Consequently:

Theorem 2 (equality in the upper bound (3)):d = δ iff the
underlying distortiond is a coarseness index.

To continue our example, consider the codebook made up
of the three rests{0, 2, 3}. The minimum distance between
distinct codewords, and soalso the distinguishability of the
codebook, is d(0, 2) = 2. The minimum coarseness-index
decoder corrects all outputs at coarseness index1 from the
transmitted input. E.g. say0 is sent and4 is received: one
has d(0, 4) = 1 < d(2, 4) < d(3, 4), and so decoding is
correct. This example will be continued in Section IV, where
we discuss optimality.

An unruly example: The triangle inequality for the
distinguishability δ does not imply the triangle inequality
for the corresponding distortiond: just think of a ternary
space {a, b, c} with d(a, c) > d(a, b) = d(b, c) = 0
and so δ(a, c) = δ(a, b) = δ(b, c) = 0 . What is more
interesting, below we shall discuss at length an example
which shows that not even the inverse implication holds;
A = {x1, x2, x3, x4, x5, x6}.

d 1 1 1 1 1
2 δ 1 1 3

4
1
2

1
2

1 1 1 1 1 1 1 1 1 1
1 1 1

4
1
2 1 1 1 1

4
1
4

1
2

1 1 1
4

1
4

3
4

3
4 1 1

4
1
4

1
2

1 1 1
2

1
4

1
2

1
2 1 1

4
1
4

1
2

1
2 1 1 3

4
1
2

1
2 1 1

2
1
2

1
2

δ/d 1 1 3
4

1
2 1

1 1 1 1 1
1 1 1 1

2
1
2

3
4 1 1 1 2

3
1
2 1 1

2 1 1
1 1 1

2
2
3 1

(to help readability, we did not write down the main diagonal,
which is all-zero in the first two matrices, and undefined in
the third). The first matrix describes a metricd; to see why
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the triangle inequality holds it is enough to check that there
are no triangles of side lengths 1/4, 1/2, 1, or 1/4, 1/4, 3/4,
or 1/4, 1/4, 1. The second matrix exhibits the corresponding
distinguishabilities. Sinceδ(x1, x5) = 1/2 and δ(x5, x3) =
1/4, while δ(x1, x3) = 1, one has:

The distinguishabilityδ may violate the triangle inequality
even if the diversityd is a metric distance.

The third matrix contains the ratiosδ/d; it appears that
in this “unruly” casethe distinguishabilityδ(a, b) spans the
whole range from the lower bound1/2 d(a, b) to the upper
bound d(a, b). This unruly example will be used again in
Section IV.

Remark 6 (zero-distortion and zero-distinguishability):
We are not assuming that zero-distortiond(a, b) = 0
and/or zero-distinguishabilityδ(a, b) = 0 are transitive
relations, and so one may haved(a, b) = d(b, c) = 0,
and yet d(a, c) 6= 0, or δ(a, b) = δ(b, c) = 0, and yet
δ(a, c) 6= 0. When zero-distortion is a transitive relation, so
is zero-distinguishability: just use bound (3). The inverse
implication is not necessarily true; think again of a triangle
a, b, c with d(a, c) > d(a, b) = d(b, c) = 0, and so with
δ(a, c) = δ(a, b) = δ(b, c) = 0. By the way, we observe
that, if zero-distortion is transitive, thenδ(a, b) = 0 implies
d(a, b) = 0; just think of the triangle which achievesδ(a, b).
The inverse implicationd(a, b) = 0 ⇒ δ(a, b) = 0 is
true for any distortiond, cf. bound (3). Cf. in Section V
zero-error codes, which are interesting precisely when
zero-distinguishability isnot transitive (actually, zero-error
diversities are not even bound to be as regular as distortions
are, cf. Section V).

Remark 7 (is zero-distortion an error?):Re-take
Remark 4, Section II. If there are distinct words at
zero-distortion, one may wish to define the error setE as
the set made up of all couples such that their distortion
is positive: no error occurs if one decodes to a codeword
at zero-distortion from the codeword actually sent; cf.
below the case of substitution cipher distances, Section V.
Correspondingly,δm(c) is written as

δm(c) = min
c,c′∈C, d(c,c′)6=0

δ(c, c′)

IV. OPTIMAL CODES

Let us now consider the classicalchannel coding optimisa-
tion problem: one fixes a thresholdτ ∈ D, and has to find a
maximum-size codeC such as to satisfy the constraintδm ≥ τ ,
and so ensure that all diversities< τ are corrected:

max
δm≥τ

|C|

Observe that this optimisation problem is being stated in
the very general “abstract” frame of Section II: one imposes
the constraint that all “small” diversities must be corrected,
and, subject to this constraint, one maximises the size of
the code. When the input words aren-length sequences, one
equivalently maximises thetransmission raten−1 log2 |C|. We
stress that, even ifA = B, the reliability constraintmust
be expressed in terms of the minimum distinguishabilityδm,
and not in terms of theminimum diversitydm (minimum

distortion, minimum distance) between distinct codewords,
as one is accustomed to do with Hamming-distance codes.
However, even if only for a formal curiosity, one can also
consider the corresponding size maximisation problem with a
constraint of the typedm ≥ α rather thanδm ≥ τ . To make
our point we re-take the examples of Section III.

The case of coarseness indices revisited:In this case
diversities and distinguishabilities are fully interchangeable.
Fix the constraintδm = dm ≥ rj , with rj as in Section III;
0 < j ≤ s. Clearly, the constraint may be re-stated by
requiring that no two codewords should be equivalent under
relationRrj−1 . Then an optimal (maximum size) codebookC
is obtained by selecting a representative out of each equiva-
lence class inRrj−1 , and the optimal size is the corresponding
number of equivalence classes, henceforth denoted byξrj−1 .
Going back to rests modulo 8 as in Section III, and choosing
the constraintδm ≥ 2, the equivalence classes underR1 are
ξ1 = 4, namely {0, 4}, {1, 5}, {2, 6}, {3, 7}. An optimal
codebook is, say,C = {0, 2, 3, 5}, which strictly includes the
non-optimal codebook used in Section III.

The unruly example revisited:Here the notions of dis-
tinguishability and diversity are definitely wide apart, and
replacing distinguishability by diversity (a metric distance,
actually) leads to bad code constructions. By an exhaustive
search one is able to write down all the optimal codes, i.e.
all the maximum size word subsets, which one finds with
constraints expressed in terms of eitherdm or δm. A list
follows; observe that, whatever the numerical value of the
constraint, the optimal code sizes are6, 5 and3 for d, while
they are6, 4 and 3 for δ. So, not even the optimal sizes
coincide (cf. below Remark 8).

d ≥ 1/4 or δ ≥ 1/4: {x1, x2, x3, x4, x5, x6}, optimal size
6, corrects no errors (each output word is a codeword and is
decoded to itself)

d ≥ 1/2: {x1, x2, x3, x5, x6}, optimal size5
δ ≥ 1/2: {x1, x3, x5, x6}, {x1, x3, x4, x6},

{x1, x2, x5, x6}, {x1, x2, x4, x6},
{x1, x2, x3, x6}, optimal size4, correct all error distances

equal to1/4
d ≥ 3/4 or d = 1: {x1, x2, x3}, {x1, x2, x5}, . . . , optimal

size3
δ ≥ 3/4 or δ = 1: {x1, x2, x3}, . . . , optimal size3, correct

all error distances≤ 1/2.
Fortunately, in many “friendly” cases, as are Hamming

distances, distinguishabilityis a notion that one can safely
forget about. We deepen this point. Let a diversityd be
given with A ⊆ B, so thatd(a, b) is defined whenever so
is δ(a, b); apart from the inclusion between the input and the
output space, in the rest of this section we are assuming the
general “abstract” setting3 of Section II. Assume the following
condition F holds true:

F: δ(a, b) is a non-decreasing function ofd(a, b),
δ(a, b) = f

(
d(a, b)

)
with f : D → D

Below we set f−1(β) = min{α : f(α) = β)}; f−1

is a genuine inverse function only whenf is strictly in-

3The error set may be given in the general sense of Remark 4, Section II.
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creasing, else one may haveα > f−1
(
f(α)

)
; of course

β = f
(
f−1(β)

)
always holds with equality.

Theorem 3 (encoding theorem):Let condition F hold true:
then the two optimisation problems which require to maximise
the codebook size|C| under the constraintsδm ≥ β and
dm ≥ f−1(β), respectively, have the same solutions.

Corollary 2: Let the functionf in condition F be strictly
increasing; then the optimisation problems for the constraints
dm ≥ α and δm ≥ f(α), respectively, have the same
solutions.

Proof: It will be enough to show that the inequalities
δ(a, b) ≥ β and d(a, b) ≥ f−1(β) are verified by the same
couples(a, b). If δ(a, b) ≥ β , then d(a, b) ≥ α with f(α) =
β , and sod(a, b) ≥ α = f−1(β). The inverse is obvious: if
d(a, b) ≥ f−1(β), then δ(a, b) ≥ β. The corollary is equally
obvious.

The following equality is straightforward, and will be
frequently used in Section V: if F holds, for the minimum
distinguishability and the minimum diversity of codebookC
one has:

δm(C) = f
(
dm(C))

We observe that, unlessf is strictly increasing, the problem
in terms ofd is more general than the problem in terms of
δ, andspurioussolutions may be obtained, which correspond
to threshold valuesα > f−1

(
f(α)

)
; cf. below Hamming-

distance codes, Section V, where it appears that “spurious”
solutions are not necessarily “useless” solutions.

Before getting rid of distinguishabilities, one should always
check that a shortcut to diversities, as the one ensured by
condition F, is legitimate. The request in F thatδ(a, b)
depends ona and b only through d(a, b) may appear to be
very stringent, indeed. Instead, this request is often fulfilled in
practice (cf. next section), because many sequence spaces of
interest are highly symmetric, or “isotropic”.

We stress a fact which will come out clearly in the examples
below on DNA distances. A code construction can be optimal
for two types of channels based on two different types of
diversity. This simply means that the codebook is the same in
both cases, i.e. the optimalencoderis the same. However, as
for the twodecoders, they are generally different, since, on re-
ceiving the same output sequence, they decode by minimising
a different quantity.

Remark 8 (reliability without optimality):If δ(a, b) ≥
f(a, b) for some functionf , one may devise code con-
structions which are optimal with respect to constraints like
f(a, b) ≥ γ. These code constructions arereliable, in the
sense that they ensureδ(a, b) ≥ γ, but in general they are
not optimal. Think of the case when the underlying diversity
d verifies the triangular inequality, and soδ(a, b) ≥ f(a, b)
with f = 1

2 d: the non optimality of the constructions which
one derives in terms off (or equivalently in terms ofd)
have already been commented upon in the unruly example
as revisited in this section.

Remark 9 (error detection):Assume α > f−1
(
f(α)

)
is

a spurious threshold with the following property:δ(a, b) =
d(a, z) = α implies d(b, z) = α; loosely, this means that any
z ∈ B which yields δ(a, b) = α is at “exactly half way”

betweena and b. This is the case of the Hamming geometry
when α is an even integer, and can be used to endow spu-
rious code constructions with errordetectioncapabilities, as
explained in any textbook on coding theory; cf. our comment
on Hamming-distance codes in Section V.

Remark 10 (the “capacity” of a coarse channel):In this
remark we take the asymptotic point of view which is typical
of Shannon theory. Think e.g. of coarseness indices: two
“single letters”, e.g. two rests modulo 8 in our numeric
example, are “similar” when they are equivalent even under
“severe” relations, those for which the numberξrj

of
equivalence classes is high; cf. above. This single-letter
diversity may be extended to letter sequences of the same
length n in several “reasonable” ways, e.g. by deciding that
two sequences are similar when they are so in each position;
this gives the diversity:

dn(x1x2 . . . xn, y1y2 . . . yn) = max
1≤i≤n

d(xi, yi)

One soon checks thatdn is itself a coarseness index with the
same values asd = d1. With rests modulo 8 one has, e.g.,
d4(0272, 0432) = max{0, 2, 1, 0} = 2. Once the reliability
threshold rj has been chosen, an optimal codebookCn for
sequences is soon obtained from an optimal single-letter
codebookC = C1 by considering all then-sequences over
C: Cn = Cn

1 (the proof is straightforward). So, the optimal
code-rate is independent of the sequence lengthn:

1
n

log2 |Cn| = log2 ξrj−1 , for δm ≥ rj

and the asymptotic optimal ratewhen n goes to infinity
remains equal tolog2 ξrj−1 . Whether to call or not to call
this asymptotic optimal rate the channel’scapacityis a matter
of personal taste. We stress that this “capacity” depends on
the reliability thresholdrj and depends of course on the
“channel’s model”, i.e. on the way how we derive sequence
diversities from letter diversities. As for the dependence on the
reliability threshold, observe that also Shannon’s capacity has
two distinct values, one when the allowed error probability
is positive even if negligible (this corresponds to capacity
without further specifications, cf. [7] or [8]), the other when
the allowed error probability is strictly zero (this corresponds
to zero-error capacity, orgraph capacity, cf. [8] or [2]).
In the case of Hamming-distance codes the dependence of
optimal asymptotic rates on the reliability threshold, in this
case thecorrection rate, is a well-known fact; cf. e.g. [9]. Cf.
footnote 5 for the relationship between capacity with respect
to coarseness indices and graph capacity.

V. SOME RELEVANT CASE STUDIES

In this section we put to work our machinery on several
examples which we deem to be relevant. Apart from zero-error
codes, the diversities which we examine are all “Hamming-
like”, and so it does not come as a surprise that distinguisha-
bilities are obtained by output sequencesz which achieve
the lower bound (5); cf. instead the codebook based on the
coarseness index in Section III and the “unruly example” in
Sections III and IV.
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In this section we assume, as we did in Section IV,A ⊆ B;
we also assume that the diversityd is a non-negative real
number and it is symmetric when it is restricted to the
input set:d(a, b) = d(b, a), a, b ∈ A. With these assump-
tions, thegeneralised triangle inequalityd(a, z) + d(b, z) ≥
d(a, b) ∀a, b ∈ A, ∀z ∈ B might hold true. This inequality,
as soon checked, implies the useful lower bound, orextended
metric bound:

δ(a, b) ≥ 1
2

d(a, b)

which can be strengthened to

δ(a, b) ≥
⌈1
2

d(a, b)
⌉
D

(5)

by recalling that 1/2 d(a, b) is not necessarily a value that
the diversity can take; recall that theD-ceiling reduces to
the integer ceiling wheneverD is made up of consecutive
integers.4 Erasure channels with a low parameterρ (cf. below)
provide a non-metric example, where the lower bound (5)
does not hold. The diversities we shall be dealing with may
have or may have not certain metric properties; to speed up
presentation, the related discussion is relegated to Appendix A
(which is a sort of “container” for uninteresting computations).

A. Back to Shannon

Zero-error codes:The binary caseD = {0, 1} belongs
to Shannon’s zero-error information theory and leads to the
asymptotic and fascinating notion ofgraph capacity; cf. [2].
In practice, in the zero-error case one setsd(a, z) = 0 if
the transition from the input worda to the output wordz is
possible(in Shannon’s case this happens when the transition
probability is positive, even if very small), else one sets
d(a, z) = 1 (the transition isimpossible, its probability is
zero). It is in this context that the notion of distinguishabil-
ity/confusability was developed: two input wordsa andb are
zero-error confusablewhenever there is an output wordz such
that the transitions froma to z and from b to z are both
possible. In our setting, zero-error confusability translates to
δ(a, b) = 0; in a reliable zero-error code no two codewords
should be zero-error confusable. Shannon’s zero-error codes
are trivial when confusability, i.e. distinguishability equal to
zero, is a transitive relation5 on the input space, but they are
quite fascinating in the opposite case; cf. again [2]. As a non-
metric (and nasty) example, takeA = B = {a, b, c}, and
assume that the only possible transitions are froma to b, from b

4We are not insisting on unsymmetric diversities only because they are not
needed in our examples; recall however that distinguishabilities are symmetric
even if the underlying diversity is not. ForA ⊆ B, the latter observation
allows one to obtain “non-symmetric versions” of the metric bound and also
of the upper bound (3). If0 ≤ d(a, a) ≤ d(b, a) whatevera and b, the
upper bound (3) generalises toδ(a, b) ≤ d(a, b)∧ d(b, a) ; zero-error codes
are sometimes so unruly that even this very general upper bound may fall,
cf. below. If d is a real number and if the extended triangle inequality holds
true, the extended metric bound (5) generalises toδ(a, b) ≥

⌈
1
2
d(a, b)

⌉
D
∨⌈

1
2
d(b, a)

⌉
D

.
5Readers may have noticed that, when zero-distinguishability is an equiva-

lence relation, zero-error codes can be re-described in terms of coarseness
indices with just two equivalence relations, the coarser of the two being
the trivial relation when everything is equivalent. So, there is an intersection
between graph capacity and the “capacity” as in Remark 10.

to c, from c to a andc. The distinguishable couples area, b and
a, c. One hasδ(a, b) = 1 > d(a, b) = d(a, b)∧d(b, a) = 0; cf.
instead the general lower bound in footnote 4. Here the (non-
symmetric) diversity is not even a (non-symmetric) distortion,
since d(b, b) = 1 > d(a, b) = 0.

B. Hamming geometry, theme and variations

Hamming-distance codes:Input and output sequences are
of the same lengthn; A = B = Xn; X is the single-letter
alphabet, orground alphabet. By using the metric bound (5),
one soon gets:

δH(x, x′) =
⌈dH(x, x′)

2

⌉

(The minimisingz in (1) coincides with the two sequences
in those positions where they are equal, elsewhere it is equal
to the first sequence in exactly half of the positions when the
Hamming distance is even, in half±1 of the positions when
the Hamming distance is odd). The dependence ofδ = δH

on d = dH is non-increasing, and so one can optimise with
respect to Hamming distances, as every coding theorist has
always been doing (use the encoding theorem of Section IV).
Below we tabulate the first values of the functionδ = f(d):

d 1 2 3 4 5 6 . . .
δ 1 1 2 2 3 3 . . .

Spurious constructions correspond to an evendm. For exam-
ple, the constraintdm ≥ 2 gives parity-bit codes, which are
quite useless from the point of view or errorcorrection, as
done in this paper. Needless to say, optimal code constructions
corresponding to an evendm may be made good use of in error
detection; cf. [9], cf. also our Remarks 5 and 8.

In a probabilistic approach to coding, where one decodes
by maximum likelihood, decoding by minimum Hamming
distance is re-obtained if one assumes that the transmission
channel issymmetric stationary memorylessand has a “small”
crossover probability(smaller than1/2 in the binary case;
the crossover probability is the probability of receiving an
output symbol which is different from the input symbol). We
observe that in a fully probabilistic approach the “natural”
reliability criterion is to bound the decoding error probability,
as Shannon did: however, this leads todifferentoptimal code
constructions from those obtained by bounding the minimum
distance between codewords (it also leads to the notion of
Shannon capacity as maximal mutual information). For these
well-known facts cf. e.g. [7], [8] or [9].

Erasure channels:With respect to the Hamming case,
add a new output symbol∗ called theerasure, or thestar: the
output sequences aren-length sequences over the extended
ground alphabetX ∪ {∗}. We stress that erasures, unlike
deletionsas below, areretraceable, i.e. the decoder knows
the exact positions where they have occurred. After setting
dE(a, ∗) = ρ in each position where the output sequence has
an erasure,ρ > 0, one may extend Hamming distances in
the usual additive way; in practice, the diversity ist + sρ
when there aret crossovers ands erasures. For example
dE(0101, 1 ∗ ∗1) = 1 + 2ρ. For a probabilistic interpretation
of ρ cf. Appendix C, part A. Unfortunately,dE verifies the
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triangle inequality only forρ ≥ 1/2; cf. Appendix A on metric
properties. Below angular brackets denote a binary logical
value,0 = false,1 = true; one has:

δE(x, x′) = ρ dH(x, x′) , ρ ≤ 1
2

;

δE(x, x′) =
⌈dH(x, x′)

2

⌉
, ρ ≥ 1 ;

δE(x, x′) =
⌊dH(x, x′)

2

⌋
+ρ

〈
dH(x, x′) is odd

〉
,

1
2
≤ ρ ≤ 1

We prove these equalities in Appendix A; actually, forρ ≥
1/2 anddE(x, y) even, one just has to use the metric bound
(5). In practice, minimisation as in (1) is achieved by the all-
star sequence whenρ ≤ 1/2, by the no-star sequence when
ρ ≥ 1, while for the intermediate values ofρ one uses one or
no stars according whether the number of crossovers is odd
or even.

Whateverρ, the distinguishabilityδ = δE is soon checked
to depend monotonically ond = dE , and so optimal code
constructions may be obtained by minimising with respect
to Hamming distances rather than distinguishabilities. This
implies that “good” algebraic codes remain good also when
used on channels with erasures, in accordance to what a
practitioner would be doing anyway. Forρ < 1, δ is a
strictly increasing function ofd = dE and so there are no
spurious solutions. We tabulate the first values of the function
δ = f(d), assuming1

2 ≤ ρ < 1:

d 1 2 3 4 5 6 . . .
δ ρ 1 1 + ρ 2 2 + ρ 3 . . .

For example, when using a parity bit code, the minimum
Hamming distance between codewords is2 and all single
erasures are properly corrected, as ensured by the reliability
criterion in Section II. As for thedecoder, observe that it
knows exactly thes positions where the received sequencez
has stars; since those positions give a constant contribution
to the diversity dE(c, z) to be minimised, the decoder will
simply have to minimise Hamming distances limited to the
n− s positions wherez has no stars. In particular, it behaves
exactly as a Hamming-distance decoder whens = 0 (for s = 0
the erasure distance and the Hamming distance coincide). As
for error correction capabilities, un unpleasant feature of our
diversity is that it mixes together erasures and crossovers,
while the decoder knows exactly which erasures it has to
correct. A finer analysis, based on a generalised version of
the reliability criterion, is given in Appendix C, part B; there
we also re–assess the capabilities to correct erasures and
crossovers for the famous low-rate code withn = 32 and
dm = 16 used by Mariner 1969.

C. Edit distance: replacements, deletions and insertions

The reader is referred e.g. to [10] for a formal definition
of the edit distance, or Levenštejn distance, and for the
dynamic programming techniques used to compute it; cf. also
Appendix A. We shall consider a situation when the input
sequences have all a fixed lengthn, while the output space

is made up of sequences over the input alphabet which have
a bounded6 length:B = ∪X i with 0 ≤ i ≤ m, m ≥ n. To
compute the edit distancededit(x, y) one needs a number
to be interpreted as the “cost” of each letterdeletion, of
each letterinsertion, and of each letterreplacement(letter
crossover): for simplicity we shall assume, as one often does,
that deletions, insertions and replacements have all the same
cost 1. Loosely speaking, the edit distance is the smallest
additive cost of a path which, by use of deletions, insertions
and replacements, changes one sequence into the other. With
our choice of costs, one hasdedit(x, y) ≤ dH(x, y) whenever
x and y have the same length; to prove this, just think of
a replacement in each position where the two words differ.
Instead, there isno serious upper bound fordH in terms of
dedit: take e.g. two sequencesax and xa where the letter
a does not occur inx, and x has lengthn − 1; one has
dedit(ax, xa) = 2, while dH(ax, xa) can take any value from
2 to n, according to the composition ofx. The edit distance is
known to verify the triangle inequality; cf. Appendix A. Using
the lower bound (5), one gets:

δedit(x, y) =
⌈1
2

dedit(x, y)
⌉

(cf. again Appendix A). Sincededit ≤ dH , optimal code
constructions for edit distances are afortiori reliable for
Hamming distances; cf. Remark 8, Section IV. Unfortunately,
the inverse is not true, and so Hamming-distance codes cannot
be recommended: entirely new encoders and new decoders are
needed. The combinatorial problem of devising clever code
constructions by checking the edit distance between codewords
appears to be hard indeed, and so practitioners may decide to
use Hamming-distance codes even on channels with deletions
and insertions.

As a toy example, consider the codebook
{aaaa, abbb, cccb}. The minimum edit distance between
distinct codewords is soon checked to be3, and so the
minimum distinguishability isd3/2e = 2: the decoder will
correct all diversities≤ 1, i.e. a single crossover, or a single
deletion, or a single insertion. If, say, the codewordabbb is
sent, and it is received asacbb, or asabb, or asabbab, then
it is correctly decoded by a minimum edit-distance decoder.
Correction is not ensured when there two “accidents” during
transmission: e.g. ifabbb is received asaaab (two crossovers),
the decoder will incorrectly decode toaaaa.

D. A cryptographic diversion

A substitution-cipher pseudometric:Set dSC(x, y) =
minσ dH

(
x, σ(y)

)
where the minimum is taken over all

the permutationsσ of the ground alphabetX ; the single-
letter “substitution”σ extends component-wise to sequences.

6Assuming that output sequences have a bounded length simply means
that if an input letter is fed to the channel, at mostm/n output letters can
be produced at the output, a very reasonable assumption in practical cases. If
the channel is used more than once (if several codewords are sent in turn),
the block-length property of codewords, all of which have thesamelengthn,
goes completely lost, and decoding is hopeless unless we assume that there
is some way to parse the flow of output words, some of whom might even
be empty. This is the case when codewords are sent at regular time intervals,
each time interval being long enough to producem letters at the output. In
practice, we are ignoring synchronisation problems.
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For example, with the Latin alphabet as ground alphabet,
dSC(CARRVM, BELLIS) = 0: just take anyσ which maps
C to B, A to E, R to L, V to I, M to S, and so CARRUM
to BELLIS. Think of a situation when what one observes are
not the actual letters which make up the output sequence, but
only letter differences, i.e. the fact whether in two positions the
output sequence has or has not the same letter; this situation is
met with cryptograms obtained by use of a simple substitution
cipher; cf. e.g. [11] or [12]. Clearly,dSC is a pseudometric;
cf. also Appendix A. One hasdSC(x, y) ≤ dH(x, y); in
the example abovedSC(x, y) = 0 and dH(x, y) = n: this
shows that there is no serious way of bounding from above
dH in terms of dSC . By using the metric bound (5) the
distinguishability is readily shown to be:

δSC(x, y) =
⌈1
2

dSC(x, y)
⌉

(cf. Appendix A). Optimal code constructions may be obtained
by minimising with respect to the underlying pseudometric
dSC , but not with respect to Hamming distancedH . Thus, in
this case, genuinelynewcode constructions are needed. Going
back to Remark 7, if the error set comprises the couples at
positive distance,E = {x, x′ : dSC(x, x′) 6= 0} , the situation
is as follows: the codeword is enciphered by a nasty guy and
then it is sent through a noisy symmetric channel as those
found in algebraic coding; the decoder tries to recover the
cryptogram cleansed of channel noise, so that the legitimate
receiver may (hopefully) decrypt it by statistical cryptanalysis,
as is standard for simple substitution ciphers. If instead the
error set comprisesall distinct couples, one expects that the
decoder does the whole job, inclusive of decryption. For this
to be possible, the codebook will have to be definitely smaller;
in particular, no two codewords can have the same “abstract
structure” (can be a cryptogram of each other, as are CARRVM
and BELLIS above).

As an example, consider the (trivial) codebook
{aaaa, abcd}. The substitution-cipher distance between
the two codewords is3, which gives a distinguishability
equal to d3/2e = 2. If we are willing to take care of
statistical cryptanalysis after decoding (by the way, a bad
idea given the shortness of the codewords), we can freely add
all the cryptograms which one may obtain fromaaaa and
abcd by use of a simple substitution cipher: if the ground
alphabet is{a, b, c, d}, this will give a new codebook of28
codewords,aaaa, bbbb, cccc, dddd (the possible cryptograms
for aaaa), and the4! = 24 permutations ofabcd (the possible
cryptograms for abcd). The minimum distinguishability
computed as in Remark 7, Section III, is stilld3/2e = 2. If
abcd is sent and it is received unscathed, it might be decoded
to any of its possible cryptograms,dcba, say, but this would
be no error, sincedSC(abcd, dcba) = 0.

E. DNA distances

Below we shall deal with code constructions based on DNA
string distances derived from DNA word design; we observe
that DNA word design is a research domain where the need
for a solid and comprehensive theoretical foundation is felt by
many, and where the Shannonian notions of distinguishability

and confusability might turn out to be valuable. The examples
to follow are only a very preliminary step; our purpose here
is simply to put to work our (hopefully flexible) tools in
an unusual context, based on “odd” string distances. The
channels below are too naive to explain code constructions
as the ones in [5], say, in which one checks the reverse
Hamming distance between codewords, and which are jus-
tified through biological arguments. One might think of more
elaborate diversities, e.g. one might choose a diversity which is
large whenboth the usual Hamming distanceand the reverse
Hamming distance between input and output are large; this
would point to code constructions whereboth these distances
must be kept high when choosing codewords. One will have to
carefullyunderstand the error correction capabilitiesof codes
as those in [5], before trying to devise diversities which fit
the corresponding constructions on the basis of the reliability
criterion in Section II.

Reverse Hamming distance:After denoting byx∗ the
mirror image ofx, the reverse Hamming distancedRH(x, y)
between two stringsx and y of the same lengthn is simply
the Hamming distancedH(x, y∗). One hasdRH(x, x) = 0
iff x is a palindrome. This “distance” is symmetric, but the
triangle inequality falls (cf. Appendix A). Even without the
metric bound, one can soon compute the distinguishability
δRH , which is exactly the same as in the standard Hamming
case:

δRH(x, y) = min
z

[
dRH(x, z) ∨ dRH(y, z)

]

= min
z

[
dH(x, z∗) ∨ dH(y, z∗)

]
= δH(x, y)

(Minimising over all z is the same as minimising over all
z∗). Since the distinguishability function is the same as in the
standard case of Hamming distance coding, nothing new is re-
quired from the point of view of code constructions. Although
encoding does not change, decoding is different: to ensure
that certain errors are corrected, as in reliability criterion, one
must decode by minimising the reverse Hamming distance,
andnot the usual Hamming distance; cf. our comment at the
end of Section IV. In the case of reverse Hamming distances
and reverse complement Hamming distances to be introduced
below, distances and distinguishabilities arenot minimised by
taking x = y ; in particular, they are not even distortions as in
Definitions 3, Section III. However, the “operational” results
of Sections II and IV do not need any special assumptions,
and so they can be freely applied. Since the natural alphabet
of DNA sequences has four “letters”,A, C, G, T (adenine,
cytosine, guanine and thymine), quaternary constructions are
relevant as those given in [13].

Reverse complement Hamming distance:A complement
is aninvolutivepermutationσ of the ground alphabetX , to be
extended componentwise to strings; in the case of the DNA
complement,σ(A) = T , σ(C) = G (A adenine,C cytosine,
G guanine andT thymine), and soσ(AAGT ) = TTCA. One
sets: dRCH(x, y) = dH

(
x, σ(y∗)

)
; observe that mirror image

and complement commute:σ(x∗) =
(
σ(x)

)∗
; cf. Appendix A.

Once more the distinguishabilityδRCH is exactly the same as
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for Hamming distances:

δRCH(x, y) = min
z

[
dH

(
x, σ(z∗)

)∨dH

(
y, σ(z∗)

)]
= δH(x, y)

(Minimising over allz or over all σ(z∗) is the same). As for
codebooks and decoders, cf. our comment to reverse Hamming
distances.

Shifting Hamming distance:Even if it is not present in
the list of DNA distances given in [4], we use this distance
because it is a “simplified version” of the genuine DNA dis-
tance to follow, and so requires shorter computations. Take an
integerk; given ann-length sequencey, consider its circular
shift k(y) of k positions, clockwise ifk is positive, counter-
clockwise if k negative; actually, shiftsk with 0 ≤ k < n− 1
will do. The shifting Hamming distancedSH(x, y) is obtained
by first computing then usual Hamming distances betweenx
and thek-shifts ofy, 0 ≤ k < n−1, and by then selecting the
smallest of them; it is a pseudometric (cf. Appendix A). The
distinguishabilityδSH can be computed directly, and shows
that the metric lower bound is attained:

δSH(x, y) =
⌈1
2

dSH(x, y)
⌉

To prove this, we simply swap the minimum over the output
space and the minima over the shifts, and so expressδSH(x, y)
in terms of the usual Hamming distinguishabilityδH :

δSH(x, y) =

= min
h

min
k

[
min

z

[
dH

(
h(x), z

) ∨ dH

(
k(y), z

)]]
=

= min
h

min
k

δH

(
h(x), k(y)

)
=

= min
k

δH

(
x, k(y)

)
= min

k

⌈dH

(
x, k(y)

)

2

⌉
=

=
⌈mink dH

(
x, k(y)

)

2

⌉
=

⌈1
2

dSH(x, y)
⌉

We stress that in the case of the shifting Hamming distin-
guishability the underlying distancedSH has no significant
lower-bound in terms of the usual Hamming distance (the
Hamming distance between a sequence and one of its shifts
may be as large asn): so, genuinelynew code constructions
are needed. SinceδSH(x, y) ≤ δH(x, y), possibly strictly,
the new codebooks are sparser than Hamming-distance code-
books: if a code construction is optimal for shifting Hamming
distances, it isa fortiori reliable for Hamming distances,
for reverse Hamming distances and for reverse complement
Hamming distances; cf. Remark 8, Section IV.

Reverse complement shifting Hamming distance:This is
a combined version of the shifting and the reverse complement
versions of the Hamming distance, and is called also H-
measure in the literature [14]. To obtainδSRH(x, y) one
proceeds as in the case of the shifting Hamming distances,
but applies then shifts not directly toy, but rather to its
reverse complementσ(y∗) =

(
σ(y)

)∗
. The distinguishability

can be again computed directly and turns out to be exactly the
same as for shifting Hamming distances, and so the same code
constructions are needed as for shifting Hamming distances.
We omit the lengthy but uninteresting computations.

VI. CONCLUSION

The approach to channel coding taken in this paper may
be seen as amulti-level generalisationof the two-level ap-
proach which is typical of Shannon’s zero-error information
theory. It makes it explicit that diversity is a local notion
which involves justone output sequence at a time, while
distinguishability is a global notion which involvesall output
sequences (equivalently: something is similarity, something
else is confusability). Diversities and distinguishabilities are
quite neatly contrasted in the text of the very general reliability
criterion of Section II, even if a sequence space may be so
regular that in practice the two notions collapse into one. The
“coding principle” underlying the reliability criterion is quite
flexible and may either lead to new code constructions, or
may help to better understand available code constructions.
In on-going work we plan to investigate systematically the
significance of the present approach to the coding-theoretic
problems posed by molecular computation as based on DNA
string distances.

APPENDIX A
METRIC PROPERTIES

A. Erasures

The Hamming distance as extended to erasures verifies the
triangle inequality forρ ≥ 1/2; this is soon checked by just
splitting the three sequences into thes positions wherez has
a star, and the remainingn− s positions. Instead, ifρ < 1/2
the triangle inequality is violated e.g. whenx is a run of0’s,
y is a run of1’s andz is a run ofn erasures; observe that one
has δE(x, y) = ρn < 1/2 n = 1/2 dE(x, y) , and so also the
lower metric bound (5) is violated.

Let us move on to distinguishabilities. Nothing is needed
for ρ ≥ 1/2 when the Hamming distance between the input
sequences is even, because one can use directly the metric
bound; else we have to make a few computations, which are
easy but a bit lengthy. We computeδE(x, y) assuming for the
moment that the two strings have lengthh and differ in each of
theh positions (recall that no stars occur in them). Let us solve
the minimisation problem (1) with theadditional constraint
that z must have exactlys stars,0 ≤ s ≤ h; later, we shall
have to minimise also with respect tos. The constrained
distinguishability is then ∆s = ∆s(x, y) = s ρ + dh−s

2 e;
actually, because of the additive nature of the erasure distance,
we can as well think that the stars are in any fixeds positions,
and then use the Hamming-distance metric bound for the
remainingh − s positions, where there cannot be any stars.
Assume nowρ ≤ 1/2. We compare∆s, s < h, with ∆h,
obtained by the all-star sequence. One soon checks that the
difference ∆s −∆h = (h− s) (1/2− ρ) + 1/2〈h− s odd〉
is non negative. So, forρ ≤ 1/2, minimising∆s over s gives
s = h and δE(x, y) = h ρ: the best thing to do is to use
only stars. Now we go to the caseρ ≥ 1/2; we assume
that h is odd (nothing else will be needed). Fors even (then
h − s is odd), let us compare∆s, s ≥ 2, with the no-star
sequence, i.e. with∆0; one soon checks that the difference
∆s − ∆0 = s (ρ − 1/2) is non negative, and so the best
thing to do is using no stars at all. Fors odd (thenh − s is



11

even), let us compare∆s, s ≥ 3, with ∆1; one soon checks
that the difference∆s − ∆1 = (s − 1)(ρ − 1/2) is non
negative and then the best thing to do is using exactly one
star. So, it is enough to compare∆1 with ∆0. The difference
∆1 − ∆0 = ρ − 1 is positive for ρ > 1 (do not use any
star), zero forρ = 1 (use one or no stars, indifferently),
negative for1/2 ≤ ρ < 1 (use exactly one star). All this
proves the formulas for distinguishabilities given in Section V:
just take theh positions where the twon-length sequences
differ, h = dH(x, y), since in the remainingn − t positions
the minimisingz will of course coincide with bothx andy.

B. Edit distance

In general one has three (positive and finite) costs,ρd, ρi and
ρr, for letter deletions, letter insertions and letter replacements,
respectively (sometimes further types of error are considered,
e.g. twiddling two adjacent letters). Take a path which con-
verts x into y, each step of the path corresponding to one
letter deletion, one letter insertion, or one letter replacement;
compute the overall cost of the path by addition of the single
costs. The edit distancededit(x, y) is the lowest possible cost
for converting x into y. Since an optimal path fromx to
z followed by a an optimal path fromz to y gives a not
necessarily optimal path fromx to y, one always has the
triangular propertydedit(x, z)+dedit(z, y) ≥ dedit(x, y) ; the
arguments must be specified in this order because the edit
distance isnot symmetric whenρd 6= ρi: e.g. dedit(a, λ) =
ρd 6= dedit(λ, a) = ρi, λ being the zero-length sequence and
a being any letter. Ifρd = ρi, the edit distance is a metric;
in Section V we have assumedρd = ρi = ρr = 1. Any
“reasonable” path fromx to y (one which does not delete
inserted letters, say) may be represented by atranscript over
the quaternary alphabet{i, d, k, r} (i = insert, d =delete,
k = keep , r = replace); the length̀ of the transcript is
at most equal to the maximum length̀(x) ∨ `(y); e.g. an
optimal transcript which transforms MOSHE into MOSES is
kkkdki, while an optimal transcript which transforms MUSA
into MOSES iskrkri, and so the edit distances are 2 and 3,
respectively. In our case, one uses exactly as many deletions
as insertions since both input sequences have the same length
n; one hasdedit(x, y) = u + v when in the optimal transcript
there areu/2 deletionsd, u/2 insertionsi, andv replacements
r. The metric bound is obtained by the “short” sequencez
obtained fromx by deleting letters corresponding tod in the
optimal transcript and by performingdv/2e of the required
replacements.

C. Substitution ciphers

One deals with a pseudometric, as soon checked; let us e.g.
verify the triangular property:

dSC

(
x, z

)
+ dSC

(
z, y

)
=

= dH

(
x, σ(z)

)
+ dH

(
z, τ(y)

)
=

= dH

(
x, σ(z)

)
+ dH

(
σ(z), σ(τ(y))

) ≥
≥ dH

(
x, σ(τ(y))

) ≥ dSC

(
x, y

)

In the first equalityσ and τ solve for the minimisation
in the definition of the substitution cipher distance. One has
dSC(x, y) = 0 iff x and y have the same “structure”, in the
sense that in any two positionsi and j the letters inx are
equal iff so are the corresponding letters iny, 1 ≤ i < j ≤ n.
In turn, this happens iffy can be obtained as the cryptogram
of x by use of a simple substitution cipher; more generally,
dSC(x, y) = dSC

(
x, σ(y)

)
for any permutationσ of the

ground alphabet. As for the metric bound (5):

δSC

(
x, y

)
=

= δSC

(
x, σ(y)

) ≤ δH

(
x, σ(y)

)
=

=
⌈dH

(
x, σ(y)

)

2

⌉
=

⌈dSC

(
x, y

)

2

⌉

The first equality for distinguishabilities soon derives from
the corresponding equality for distances; we chooseσ equal
to the “minimising” permutation for which Hamming distance
and substitution-cipher distance coincide; cf. the last equality.
So the same sequencez yields both the metric bound for
the substitution-cipher distance and the metric bound for the
Hamming distance, however withσ(y) instead ofy. Of course,
in the derivation the inequality is actually an equality, else the
metric bound would be violated.

D. Reverse Hamming distance

One has dRH(x, y) = 0 iff y = x∗, and so one has
dRH(x, x) = 0 iff x is a palindrome. The reverse Hamming
distance is symmetric, as soon checked; unfortunately, the
triangle inequality falls: just take the trianglex, x∗, x when
x is not a palindrome. In the terminology of Section III, the
reverse Hamming distance is not even a symmetric distortion.

E. Reverse complement Hamming distance

One soon checks that mirror image∗ and complementσ
commute:σ(x∗) =

(
σ(x)

)∗
. One hasdRCH(x, y) = 0 iff

y = σ(x∗); one hasdRCH(x, x) = 0 iff x is a palindrome
and its letters are allfixed pointsfor the involutive permutation
σ; this never happens in the case of the genuine DNA
complement. As in the case of reverse Hamming distances,
this distance is symmetric, but it does not verify the triangle
inequality.

F. Shifting Hamming distance and reverse complement shift-
ing Hamming distance

The shifting Hamming distances is a pseudometric, as soon
checked. Let us e.g. prove the triangle inequality; belowk(y)
denotes the sequence obtained by shiftingy of k positions; for
suitableh andk:

dSH(x, y) + dSH(y, z) =

= dH

(
x, h(y)

)
+ dH

(
y, k(z)

)
=

= dH

(
x, h(y)

)
+ dH

(
h(y), h(k(z))

) ≥
≥ dH

(
x, h(k(z))

) ≥ dSH(x, z)
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In the second side of the first equality,h and k are optimal
shifts which yield the minima; we have also used the fact
that Hamming distance is insensitive to the same shift of
its two arguments, and the fact that the composition of
two shifts is itself a shift, not necessarily optimal. Also the
reverse complement shifting Hamming distance, or Hamming
measure, is a pseudometric; for the routine but lengthier proof
the reader is referred to [14].

APPENDIX B
STOCHASTIC-LIKE SIMILARITIES

In this appendix we discuss the following problem, which
has been motivated in Section II, remark 3. Let a similarity
matrix {sij} be given withK rows andH columns,1 ≤
i ≤ K, 1 ≤ j ≤ H. The problem is the following: does
a stochastic matrixΨij exist such that the order relation is
the same in the two matrices, i.e.sij < suv iff Ψij < Ψuv,
sij = suv iff Ψij = Ψuv, and consequentlysij > suv iff
Ψij > Ψuv for all values of the indices? If the answer is yes,
the similarity matrix is calledstochastic-like. In fact, we are
coping with a standard problem of linear programming: we
have to understand whether the solution set for the system in
the KH unknownsΨij

Ψij ¦Ψuv ,
∑

j

Ψij = 1

consisting of
(
KH
2

)
+ K equalities/inequalities is or is not

empty; above¦ stands for the required equality/inequality sign.
By the way, we did not “forget” about theKH inequalities
Ψij ≥ 0: if the “short” system as we have specified it admits
of solutions, one soon checks that also the complete system
does: just increment all the solutions obtained for the short
system by a constant quantity so as to have non-negativity,
and then normalise to obtain a stochastic matrix as required.

In the following we shall have to permute theH components
of each rowi of the original matrix{sij} to obtain a new
matrix {s∗ij}, wherej < v implies s∗ij ≤ s∗iv. We say that in
two rows of a similarity matrix{sij} , sayi andu, there is an
inversionwhen the following happens: there are two columns
j andv such thats∗ij < s∗uj while s∗iv > s∗uv. If the similarity
matrix {sij} one starts with is already a stochastic matrix, in
each two rows there must be at least one inversion (unless the
two rows are a permutation of each other), else they could not
both sum to one. Keeping this in mind, the following fact is
obvious:

Necessary condition. For a similarity matrix {sij} to be
stochastic-like, there must be at least one inversion in each
couple of rows, apart from couples of rows which are equal
up to a permutation of theirH entries.

The following counter-example shows thatthis condition
is not sufficientalready for three-row matrices. Take the
similarity matrix

a a d d
b c c c
a c c d

with a < b < c < d; the three rows are already properly
ordered. In rows1 and 2 there is an inversion in positions

(columns)1 and 3, in rows 1 and 3 there is an inversion in
positions2 and3, while in rows2 and3 there is an inversion
in positions1 and4. However, the system above becomes

a < b < c < d , 2a+2d = 1 , b+3c = 1 , a+2c+d = 1 ,

whose solution set is empty: actually, the last two equations
(after replacinga + d by 1/2, cf. the first equation) giveb =
c = 1/4, while one should haveb < c.

For what this can matter, the necessary condition is also
sufficient when there are only two rows,K = 2; a proof
is sketched. We can assume that the two rows are already
ordered,a1 ≤ a2 ≤ . . . ≤ aH , b1 ≤ b2 ≤ . . . ≤ bH , A =∑

ai, B =
∑

bi. If the two row-sumsA and B are equal,
just normalise; from now on we assumeA 6= B. Our target
is to transform the two rows, without changing the ordering
in each row and between the two rows, in such a way that
they will sum to the same number: then it will be enough to
normalise. We shall make use of order-preserving continuous
transformations. Since columns withaj = bj are irrelevant
to our target, we shall assume that they have been deleted.
Assumea1 < b1, say, and assumei is the first index such that
ai < bi but ai+1 > bi+1; one may havebu = bi for some
indicesu ≤ i and bv = bi+1 for some indicesv > i + 1; one
may also havebi = bi+1; all these equalities must be kept
in the transformations to follow. Assume that all the entries
< bi, e.g.ai, have been “squeezed” into the open interval]0, ε[,
while all the entries> bi+1, e.g.ai+1, have been “squeezed”
into the open interval]χ, χ+ ε[; takeχ ≥ Hε. Observe that in
the first interval there are exactlyi entries from the first row
(the A-row), while in the second interval there are exactly
H − i entries from theA-row, and so(H − i)χ < A <
Hε + (H − i)χ. If A > B, move all thebi outside the two
intervals, e.g.bi andbi+1, into the second interval; then for the
new sumB′ one hasB′ > (H− i+1)χ, and soB′ > A (use
the upper bound onA); one just has to “stop” the continuous
transformation at the “time-instant” when the second sum is
exactly equal toA (out of the metaphor,A−B is a continuous
function of some of theB-row entries which takes on both
positive and negative values: then, as elementary calculus tells,
there must be a zero-point in the connected set whereA−B is
defined). If A < B, move all thebi outside the two intervals
into the first interval; then for the new sumB′′ one hasB′′ <
(i + 1)ε + (H − i− 1)(χ + ε), and soB′′ > A (use the lower
bound onA); again, one just has to “stop” the continuous
transformation at the right “time-instant”.

APPENDIX C
ERASURES CHANNELS

A. Maximum likelihood decoding

One may put forward asymmetric memoryless and station-
ary channelsuch that decoding by maximum likelihood gives
back our decoding rule for erasures channels, in much the
same way as decoding by maximum likelihood on usual sym-
metric channels gives back decoding by minimum Hamming
distance. The obvious computations are sketched below. Say
η is the probability of an erasure andε is the probability of
a crossover; in a “real” channel both these probabilities will
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be presumably small, and so we shall feel free to assume
0 < ε, η < 1/3. We assume for the moment that the input
alphabet is binary; a generalisation to theq-ary case,q ≥ 3,
is straightforward, but does not add anything really new,
cf. below. As for the likelihoodPn(z|x), i.e. the transition
probability from the input wordx to the output wordz, one
has

Pn(z|x) = ηsεd(1− η − ε)n−s−d

∝
( η

1− η − ε

)s ( ε

1− η − ε

)d

wheres is the number of erasures inz, andd is the number
of crossovers. On the right we have omitted constant factors
and used a proportionality sign. Under our assumptionsη, ε <
1/3, the two powers on the right are strictly decreasing func-
tions of their exponents. Maximising likelihooods amounts to
minimising the “diversity”

αs + βd, α = log2

1− η − ε

η
, β = log2

1− η − ε

ε
, α, β > 0

or also the diversityρs + d with ρ = α/β, which is what
we did in Section V. To haveρ ≤ 1, one must haveα ≤
β, i.e. the erasure probabilityη is at least as large as the
crossover probabilityε. Instead, “small” values ofρ, ρ < 1

2 ,
are obtained when the erasure probabilityη is “definitely
larger” than the crossover probabilityε; more precisely, as
shown by elementary algebra, one must haveη > η∗ with
η∗ = 1

2

( − ε +
√

ε2 + 4ε(1− ε)
)
; if ε ≈ 0, η∗ ≈ √

ε.
In general, if q ≥ 2, we assume that our channel is fully
symmetric, and so the probability of each specific crossover
is ε′ = ε

q−1 . As soon checked, the diversity to minimise is
the same, only one definesβ by writing ε′ rather thanε in
the denominator;ρ ≤ 1 for η ≥ ε′; ρ < 1

2 for η > η∗ with
η∗ = 1

2

(− ε′ +
√

ε′2 + 4ε′(1− ε)
)
; if ε ≈ 0, η∗ ≈ √

ε′.

B. Error correction capabilities

As happens with Hamming-distance coding, one might cope
with erasure channels without mentioning explicitly distin-
guishabilities; using them, as we do below, allows us to stress
that they are a general mould for a wide variety of coding
problems, and gives us the chance of introducing a slightly
more general version of the reliability criterion of Section II.

Going back to abstract setting of Section II, ifU is a
subset of the output space, we can define theconstrainedor
conditional distinguishabilityδ(a, b|z ∈ U) by restricting the
minimisation in (1) to output wordsz which are constrained to
belong toU . Correspondingly, we can define theconstrained
or conditional minimum distinguishabilityδm(C|z ∈ U) as
in (2). In practice, it is as if we were replacing the original
output space by a new output space (which happens to be a
restriction of the old one), and so the arguments in Sections III
and IV carry over to the new situation. In particular, the
reliability criterion of Section II generalises to: if the received
sequence belongs toU , all diversities≤ τ are corrected iff the
conditional minimum distinguishability is> τ .

In the case of erasures channels, we shall consider the
output spacesY0, Y1, . . . , Yn where the sequences inYs

are constrained to have exactlys stars,0 ≤ s ≤ n. If s ≤
dH(x, y) , the conditional distinguishability has been already
computed in Appendix A:∆s(x, y) = s ρ + ddH−s

2 e with
dH = dH(x, y). If s ≥ dH(x, y) , clearly ∆s(x, y) = s ρ.

Let us compute the conditional minimum distinguishabili-
ties ∆m,s, obtained by minimising∆s(c, c′), with c, c′ ∈ C,
c 6= c′. If s ≤ dm , s is less thanany Hamming distance
between codewords, and so∆m,s = s ρ+ddm−s

2 e (recall that
dm is the minimum Hamming distance between codewords). If
instead s ≥ dm , some codewords (at least two, those which
yield dm, and possibly all of them) have distinguishability
s ρ, while some other codewords, those, if any, at Hamming
distance> s, have a higher distinguishability; so∆m,s = s ρ.
In general, using a binary logical value in angular brackets:

∆m,s = s ρ +
⌈dm − s

2
⌉ 〈s ≤ dm〉

Assuming s < dm, the generalised criterion becomes (cf also
the corollary 1, Section II): if the received sequencez has
exactly s erasures withs < dm, the decoder corrects all the
s erasures and up tot = ddm−s

2

⌉ − 1 crossovers. If instead
s ≥ dm there are noisy codewords which will be incorrectly
decoded, even if there are no crossovers at all; just think of the
two codewords which yield the minimum distance, when all
the positions where they differ are erased during transmission.

As an example, consider a famous binary code construction,
the Hadamard low-rate code withn = 32 and dm = 16
used by Mariner 1969; cf. [9]. Each column gives the number
s of erasures and the numbert of crossovers whose proper
correction is ensured:

s 0 1 2 3 4 5 6 7 8
t 7 7 6 6 5 5 4 4 3

s 9 10 11 12 13 14 15
t 3 2 2 1 1 0 0
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